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1
Decision/action requested

SA3 is kindly requested to accept this pCR for insertion into the TR 33.843 [1]
2
References

[1]
3GPP TR 33.843 Study on security Architecture Enhancements to ProSe UE-to-Network Relay
3
Rationale

This pCR introduces a new key issue on the protection of the UP between the eRemote-UE and the eNB. The potential security requirements are that the protection clauses from TS 33.401 apply.
4
Detailed proposal

*** Beginning of Change ***
5.UP
Key Issue #UP: User Plane protection between eRemote-UE and eNB
5.UP.1
Issue detail
In case of indirect 3GPP communication, an eRemote-UE is connected to an eNB through an eRelay-UE. In case the user plane are not properly protected, a number of attacks launched by the eRelay-UE might result. Amongst others, the eRelay-UE might eavesdrop on the eRemote-UEs communication, might insert data, and might replay the eRemote-UEs data. The UP between the eRemote-UE and the eNB should therefore be protected.
5.UP.2 
Security threats
The security threats due to lack of protection of the UP between the eRemote-UE and the eNB include:
-
Eavesdropping of user plane data;
-
Insertion of user data;

-
Manipulation of user data;

-
Replay of user data.
5.UCP.3
 Potential security requirements
Requirements on UP protection from TS 33.401 [5] clauses 5.1.3 and 5.1.4 apply.
*** End of Change ***
